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I am writing to you under the Freedom of Information Act to request information regarding data and cybersecurity incidents in the calendar year 2017 affecting information owned, processed or generated by your local authority.

1.	Please may you provide me with the number of data breaches that occurred of your organisation's owned, processed or generated information in the calendar year 2017?

	44

1a.	Please may you provide me with a list of details regarding these breaches (i.e. when they occurred, how they occurred, and what information was lost)?

	Number of breaches by Month

	Jan
	1
	Jul
	1

	Feb
	4
	Aug
	0

	Mar
	6
	Sep
	4

	Apr
	2
	Oct
	4

	May
	3
	Nov
	7

	Jun
	7
	Dec
	5



	Breach by category / Type 

		Corruption or inability to recover electronic data 



	0

	Disclosed in error
	32

	Unauthorised access or disclosure
	1

	Lost in transit
	0

	Lost or stolen hardware
	5

	Lost or stolen paperwork
	2

	Non-secure disposal -hardware
	0

	Non-secure disposal - paperwork
	2

	Uploaded to website in error
	2

	Technical security failing (incl. hacking)
	0

	Total 
	44



	Torbay Council has not lost any information as a result of these incidents as we have been able to recover the information at risk.  



2.	If your organisation differentiates between data breaches and data incidents, please may you provide me with the number of data incidents that occurred of its owned, processed or generated information in the calendar year 2017?

	The Council does not differentiate between breaches and incidents. 

2a.	Please may you provide me with a list of details regarding these incidents (i.e. when they occurred, how they occurred, and what information was lost)?

	The Council does not hold this information.

3.	Please may you provide me with the number of cyber security incidents that occurred within your organisation in the calendar year 2017?

	None

3a.	Please may you provide me with a list of details regarding these incidents (i.e. when they occurred, how they occurred, whether information was exposed, and how the incident was handled, if recorded as a crime by the police and/or whether the National Cyber Security Centre was informed)?

	N/A
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The information supplied to you continues to be protected by the Copyright, Designs and Patents Act 1988. You are free to use it for your own purposes, including any non-commercial research you are doing and for the purpose of news reporting. Any other re-use, for example commercial publication, would require the permission of the copyright holder.

For more information on requesting to re-use information held by Torbay Council under the Re-Use of Public Sector Information Regulations, 2005 please visit www.torbay.gov.uk/accesstoinformation/psi
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